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« Monitoring and Attack Detection
- REDBET—HFFICWUL. 2. 8alffbZziT5 2
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ex. Elasticsearch, Kibana

[ .
"‘ EIaStlc Products Cloud Services Customers Learn

K
K

The Heart of the Elastic Stack

Elasticsearch is a distributed, RESTful search and analytics engine capable of solving a
growing number of use cases. As the heart of the Elastic Stack, it centrally stores your
data so you can discover the expected and uncover the unexpected.

https://www.elastic.co/ https://www.elastic.co/jp/blog/kibana-
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 Antivirus Protection
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XGen™ Endpoint Security
WHAT'S 73 We Prevent Cyberattacks
X? | “ - 100% Antivirus Replacement
XGEN™ ENDPOINT v Traditional AV can't protect against today's advanced threats, only the power of artificial

SECURITY IS THE e
SOLUTION i

A

http://www.trendmicro.com/us/business/xgen/index.html
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« Big Data for Security Audit

51

RRARZF 15HRFIR

oESels

- EvOF—FR(CEDE, BEBETJOTATOE

2RI D

N Secsty Lynevs

Audit process workflow and administrative automation
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http://www.slideshare.net/NicolasJMorales/ibm-hadoop-securityaudit
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« Which of challenges does your organization face?

1. Lack of Adequate staffing in security operation (39%)
2. Too many false positive responses(35%)

3. Incident detection depends upon too many manual
processes(29%)

[1] EMC, "The Big Data Security Analytics Era is Here", 2013
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Note: The icons refer to the
following g« = ‘ e
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@ : Domain name registrant
: Domain name =
: Host name
: File name
. Network administration
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« Security vendors published a report about a
campaign or groups regarding targeted attacks

cyber espiona @}
. T 2

PUTTERPANDA

E qsﬁo:r es AR DEEPPANDA

FireEye, "APT28", 2016

Context Information Security,
"Crouching Tiger, Hidden Dragon, Stolen Data", 2012

CrowdStrike, "Putter Panda", 2014

CrowdStrike, "DEEP PANDA", 2014

Kaspersky, "Energetic Bear — Crouching Yeti", 2014
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file Name, path, registry, communication etc.

DEEP PANDA

File System Artifacts

The following file system artifacts are indicative of a compromised host:

Dropper/DLL

C:\Documents and Se
C:\Documents and Se
C:\Documents and Se
MD5: 47619fca20895:

Post Explotiation Toq
MD5: 2dce7fc3f52a69

Backdoor
MD5: de7500fc1065al

Kernel Driver:
MD5: dae6b9b3b8e39
“%sysdir%\Drivers\{6A

Malware #1

alert
71 4c

tcp any any
da 49 49 49

alert tcp any any

<> any any (msg:
4A 4C 461"

“BackDoor Beacon Attempt”;
sid:123456;

content:”|78 Tc¢

; classtype:backdoor; rev:27122011;)

<> any any (msg: “BackDoor Beacon Attempt”; content:”Goo-

gle”; http uri; (

alert ip 1.9.5.3§

type:backdoor; si

Malware #2

alert tcp any any
74 80 82 21 b5 64
0000 00 001”; cl4
alert ip 202.86.]

type:backdoor; si

1. C&C backend
The C&C Backend is written in PHP, consisting of 3 files:
e “log.php” is a Web-Shell, used for file level operations.

 “testlog.php” is not a PHP-script but it contains the C&C Server logfile of Backdoor-
connections. Please see “source.php” below for further information.

e “source.php”

The Backdoors interact with “source.php”, which is the control script. These are its functions on
execution:
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Capture/
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Blocking
Proxy
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| SDN Controller
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