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4 of the top 5 companies in the world rely on Recorded Future (U[N] EMC IQT BT‘

More than 22,000 security professionals receive daily D|P] DlSCOVER accenture
Global offices TARGET
HQ - Boston, MA
« Washington, DC
* Gothenburg, Sweden 1 2 3 .
Harvest Extract Make it

London, UK _ _ _ the entire and relevant and
Backed by Google, In-Q-Tel, and industry leading investors Web organize actionable
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Dimon Sees Cyber-Security Spending
Doubling After Hack

ments & Email

DARKReading

Why Threat Intelligence?

Study: Cybersecurit‘Marke( To
Double In Next Five Years =l

« Global, virtual supply chains s e
* Global finance - SWIFT
« Everything connected to the internet (loT)

» Criminals connected globally G Erse e g e
‘“,‘(' CONFIG FILE [ ﬂ’ ‘ . iy _.
* Intelligence pre-emptive defense

« Understand adversary intentions and
capabilities

« Understand threat landscape
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Open source, closed source and technical collections

DARK WEB

RELEVANT SOCIAL MEDIA
BAEDZ— XKL
U7 LT A L TOIEHE OPEN WEB
Customized to your needs Delivered in real-time

TECHNICAL

APPLIED COLLECTION

BENDREET IS \ SPECIAL
MESNCBEEMY AT LA ACCESS
Context where you need it SITES
Integrated machine readable Tl ANALYST

REPORTS
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HOW IT WORKS
ATHEED R EREDRITS

ARTIFICIAL INTELLIGENCE CONNECTS THE DOTS
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REAL-TIME PATENTED ANALYTICS COMPREHENSIVE INTEL

COLLECTION PLATFORM

& EXPERT ANALYST SUPPORT
+ 7 YEAR HISTORY & PREDICTIVE RISK SCORES
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PATENTED WEB
INTELLIGENCE
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« In June 2013, a new remote access Trojan (RAT) was...It's called

JUN
2013 njRAT (Backdoor.Ratenjay) and, according to experts, it's mostly
T used by cybercriminal groups in the Middle East. pe SOFTPEDIA
s ¢ weadrbakou @njg8 give me the src of cam.dll and the map of
9 . . . e e . »
2013 njrat 0.6 or make me a simple src ineed it give it to me please.
Cwitter
= 66 Translated from Arabic: The model njRAT transfer of data to the
24 command and control server hacker1987.zapto.org which turns to
2003 46.213.0.220, which is also present on the communications
network “Syriatel*.%?
y cvberarabs
APR “Intel-1076751 (njRAT Likely Used by Syrian Electronic Army in Recent
9 Phishing Attacks Targeting U.S. Government Personnel; Represents
2014 Notable Shift in Tactics), 9 Apr. 2014.”
L2iSIGHTPARTNERS

’
46.213.0.22 /
P

p——
’— D
’f

Middle East

hacker1987.zapto.org .=~
domain ,,’ Region

Backdoor.Ratenjay
7
i
]
1
I

Remote Access Trojan

@drbakou
Twitter
Syriatel
Company
cam.dll @njq8
File Name Twitter

Syrian Electronic Army
Group
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HSHBIEEICHENT
COLLECTION 750,000k D1ERE

WORLD’S LARGEST SAAS PLATFORM
750,000+ targeted sources,

in every language

1,200+ FORUMS 40+ THREAT FEEDS
il T WIR . Al PEMS Hacker, criminal, extremist, Every high-value feed
ol m s Nata s SEUANIN SR 3 s foword: & F i [ )
e 4 Ngead 2 B0 and researchers available on the web
e WA ] 30+ PASTE SITES DARK WEB COLLECTION
: Leak posts, credential 100s of new TOR pages

breaches, corp IP daily, 400+ IRC channels

Security community, public Code sharing, malware,

BLOGS & SOCIAL MEDIA @ CODE REPOSITORIES
Tweets, Facebook, and more POCs, app stores, vuln DBs

Xinhua

OIN I
W Ai‘\&l ;‘;

Monitor TTP changes, Shodan RAT controllers,
breached creds in real time Google dorking, GEO IP

A D D B

REAL-TIME ALERTS Q TECHNICAL COLLECTION

100s of NEW SOURCES
Every week, with direct links to sites
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CVE-2016-3298 - Vulnerability &

& Print

vy zw¢  INTEL CARDS UPDATE IN REAL
99 4 of 14 Risk Rules Triggered TI M E

of 100

100+ References to This Entity
First Seen Oct 9, 2016
Last Seen Oct 21, 2016

Show all events involving CVE-2016-3298 in Table | v

Risk Score Evidence

I Recently Linked to Ransomware - 4 sightings on 1 source
HackDig Posts. Most recent link (Oct 19, 2016): http://www.hackdig.com/10/hack-40248.htm - D O MAI N S

Recently Linked to Exploit Kit - 119 sightings on 83 sources including

@saidelike, @Fox0x07, @malwaregroup, @insecuritea, @malwareforme. Most recent tweet: RT @proofpoint: Peas in a pod:#
patches CVE-2016-3298, a 2nd info disclosure #0Day used in #malvertising campaigns & Neutrino EK https:.... Most recent link
17, 2016): https://twitter.com/ayanopapa_0612/statuses/787855955501289472

Linked to Recent Cyber Exploit - 162 sightings on 100 sources including

@saidelike, @Fox0x01, CodeSec.net, @malwaregroup, @insecuritea. Most recent tweet: RT @proofpoint: Peas in a pod:#MSFT
patches CVE-2016-3298, a 2nd info disclosure #0Day used in #malvertising campaigns & Neutrino EK https:.... Most recent link
17, 2016): https://twitter.com/ayanopapa_0612/statuses/787855955501289472

NIST Severity: Low - 1 sighting on 1 source

National Common Vulnerabilities and Exposures (CVE) Database. HAS H ES (;J\ VU L N E RAB I L I TI ES(;)

NVD Summary

Microsoft Internet Explorer 9 through 11 and the Internet Messaging APl in Windows Vista CVSS V2 Score 2.6 of 10 (Low) ‘
SP2, Windows Server 2008 SP2 and R2 SP1, and Windows 7 SP1 allow remote attackers to Aétacs Vecior NEtwork "'

delermmg lhe' existence ofarbntrlgry files via a crafted web site, aka "Internet Explorer I Authentication Not Required . .

Information Disclosure Vulnerability."

CWE ID 200 Confidentiality Partial

Published Oct 13, 2016

Access Complexity High
Updated Oct 17, 2016 Integrity None

Avalabily None THREAT ACTORS MALWARE

Affected Products 6 of 7

Microsoft Internet Explorer 10 Microsoft Internet Explorer 11
Microsoft Internet Explorer 9 Microsoft Windows 7 sp1
Microsoft Windows Server 2008 R2 Service Pack 1 Microsoft Windows Server 2008 sp2

Show All
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I NTEG RATE D : REAL_TI M E Real-time alerts to direct threats, data leaks

Eliminate manual research and collection

MACHINE READABLE INTELLIGENCE THREAT INTEL

Identify emerging TTPs most likely to impact your

business

tLogRhythm  Splunk>
Radar 10x faster at dismissing false alerts
\to
M2 @ ArcSightC : o
Enrich events with risk scores and context
o ®
° .

.:. ReCO rd ed FUtU re 7 Prioritize CVE based on real-time intel and risk scores

Alerts on CVE’s exploits in the wild

£

&®

"

* o
L]
.

»)Resilient [EE Archer GRC ‘p‘Phontom'

an IBM Company

Rapidly link actors/vectors/targets

Ticketing: intelligence and context for IT support

Early warning on emerging threats
Global, industry, cohort/peer trends

On-the-fly risk assessments
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CASE A: SITUATIONAL AWARENESS & ALERTING

-Iﬂ-% E/\J fd: 5 T % u@@_ o All Attackers All Methods ~ All Targets ~ All Operations v All Indicators v
— A A A Adam ‘
ERE - FE- YT v b 178 - &

hY AN A ' A '
—
\ i 1] > ~ , R4
BED Y Z7— BN DFE
m v L a5t £0 0o *  Method Last 60 Days ¥ Target Last 60 Days ¥ Operation Last 60 Days ¥ Indicator Last 60 Days
APT28 Fancy Bear (Fancy Bear, Pawn Storm, . , .. X
e el ~ ‘E:I: \ ,E Sednit, Sofacy, Strontium, Tsar Team) @ BrowseFox AN @ Archos ® OplICEISIS P, CEN IS g ® 1.179.170.7 -
Ea g 7 l 1 #& % Important - Moderate increase of ® Methbot & } ® Lenovo Group Ltd ] @ Operation Single G ® 103.23.154.184 A
—_— ﬁ ﬁ otz i ® Rakos O / ® Super Bowl / © OpNaziDown iaad P ® 103.245.153.70 A
2979 references
° - . @ Adload M A ® Ukraine AJ © OpResistance ® 103.31.7.33 A
L]
S I u n k Q rad a r ArCSI ht t \J \ 7’-— .m 0) © APT28 Fancy Bear ( N ) © ATM Malware ) T ® Africa s Operation Troy ® 103.41.124.12
p y y g j (@ o CtriSec e em— © Brute Force Attack A ® APK A OpBART L ® 104.16.104.85 )
\ © France W S S ® CryptXXX ) @ artillery / OpDeatheaters ® 104.16.107.25 )
— \! K
t I K t \E © Main IntelligenceC . © Downloader-BZH.g A @ Bangladesh ] OpFunKill ® 104.16.12.8 A
1 j 1\ ; '\ 1 7-5 ® Pakistan noind ® Faketoken @ Bitcoin g Oplcarus ot ® 104.16.19.44 )
© PAKISTAN CYBERA f ® Gooligan @ Clinton Foundatior __. / Opilluminati ® 107.170.20.33
Ad Fraud Komand: A ® Mydoom / ® CNET A OplSIS > ® 107.22.215.99 . A
Algerian hackers © Reflected XSS ® Democratic Nation 2 OpKKK A ® 108.160.167.160
AnonGhOst A © Remote Root N ® Groupon I} OpNice ® 112.120.83.139 a N
* Global T =
ODal awareness
. .
* Monit t methods, t t t |OC
onitor actors, metnoas, targets, operatons, S
Cyber Dashboard Alert - APT28 Fancy Bear is now Critical weex » an

Recorded Future Cyber <alartscybar@recondediuture com> Sep26 -

(Fancy Bear, Pawn Storm, Sednit, Sofacy, Strontium, Tsar Team)

« Targeted alerts
* Drill into items of interest
Correlate with perimeter security
— Splunk, Qradar, ArcSight

Cyber Dashboard Alert — APT28 Fancy Bear is now Critical

¢ APT28 Fancy Bear Ll VAL.‘.\_J' .

New Mac Trojan uses the Russian space program as a front

“Fancy Bear has lately been blamed for hacking other high-profie targets, inchuding the Democratic Natonal Comrmitise, ahough fnding the true culpris of any hack can be
diffcut*
View source on ARN News feed

Russian Fancy Bear' Hackers Mt Mac OS X With New Trojan

“Russian Fancy Besr' hackers it Mac OS X with new Trojen*

“Tris adversary has a wide range of implants af their isposal, which hirve been developed over the course of many ysars and inchude Sofacy, X-Agent. X-Tunnel, WiniDS,
Foozer and DownRange droppers, and even madware for Linux, OSX, 108, Ancrow and Windows Prones.” Dmitn Aiperovitch, CTO of CrowaStrke, wrote in a recent blog
post on Fancy Bear*

View source on Dark Aleading

Sofacy's ‘Komplex’ OS X Trojan

p” . rod “The Komplex Trojan revesied a design similer 1o Sofacy's Carberp variant Trojn, which we belisve may hirve been dore in order 10 handle compromised Windows and OS
X systoms using e same C2 Server appICAton with reiative ease.”

“Komplax shares 8 SGICa amoun of Linctionalty 8nd Irats wih anctee 1001 used by Sotacy - the Carberp vanant that Solacy Nad USed i previous Altack CAMPaINS on
systems running Windows."

View source on Palo Alto Networks Biog

View in Recorded Future
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CASE B: VULNERABILITY AND TTP ANALYSIS

. EIHEETTPOOT

- BRI BIBRIERZ —EFTICEN

- SERIDAETEHEDRA]

 ITUXR7OA M, TU/XFOA K
v b, YLD 7 OREARA

« Tenable, Qualys& W 2B~
XIAY NV RTLEDFE

* Analyze vulnerabilities and TTPs
« All relevant intelligence in one place

* Intelligence on vulns before official sources
« Early intel on exploits,exploit kits, malware

* Integrate with vuln mngmt
systems — Tenable, Qualys

CVE-2016-8009 - V

to
Dec 16, 2016
een Dec 22, 2016

Show all events involving CVE-2016-8009 in Table | v

Risk Score Evidence

nerability

This Entity

2

Medium
Risk Score 33

Web Reporting Prior to NVD Disclosure *

Reports involving CVE Vulnerability before vulnerability specifics are disclosed by NVD.
Critical
83T Luna
40f 14 Risk Rules

Cyber Exploit Signal: Medium * Small increase of references
3 References in the Last 60 Days (Dec 22, 2016, 18:21 UTC).

Linked to Recent Cyber Exploit * 3 sightings on 3 sources

3 of 14 Risk Rules Triggere

& Print
™ Request Data Review
i= Add to List

CVE-2016-2434 - Vulnerabilit

anti-malware.ru, SavePearlHarbor, habrahabr.ru. Most recent link {Dec 22, 2016): https://www.anti-malware.ru/new

22/21765

NVD Summary

No vulnerability summary.

No CWE ID

https://web.nvd.nist.gov/view/vuln/detail?vuinld=CVE-2016-8009

Total Reference Count

100+ References t
First Seen May 2. 2016
en Dec 22,2016
a v
No CVSS V2 score Risk Score Evidence

NIST Severity: Critical - 1 sighting on 1 source
National Common Vulnerabilities and Exposures (CVE) Database.

Historically Linked to Malware * 1 sighting on 1 source

Awww.mullie g/olog

Cyber Exploit Signal: Medium * Small increase of references
1 References in the Last 60 Days (Dec 22, 2016, 20:45 UTC).

Linked to Recent Cyber Exploit - 1 sighting on 1 source
References Breakcown GitHh cent link (Dec 22, 2016)

The NVIDIA video driver in Android before 2016-05-01 on Nexus 9 devices allows attackers

to gain privileges via a crafted application, aka internal bug 27251090.
D264

May 9, 2016

ated May 10, 2016

Googie Android 6.0.1

Guided Collection. 2 related malwares: HummingBad, Mobile Malware. Most recent link (Nov 30, 2016)

nXuanwulab/Xuamvulab.github.io/blob/b1389ar213aaf8539ee825359fcbbI 2005501 2¢0/cn/secnews/2016/07/0

Score 9.3 of 10 (Critical)

T Network
Not Required
ality Complete

y Complete
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CASE C: DARK WEB MONITORING

WebJ:iJ\ 55—

707 DIEHRZINE

w i = 2

ad
Customize Source Map £

Japanese Companies: Dark Web / Special Access or Forum - Criminal

Forum - Criminal Dark Web / Special Access

JLYy hA—R IRDAMER. # | I-
>REES -

il:l E/‘JE\Z'-E Roem | ampeduza E
Technical surface area = | -

Monitor dark web sources | S, RCEEESE I

Credit cards, SWIFT addresses, SSNs

Intellectual property s g

Technical surface area

530230, S

[
DEC

8

2016

umitomo Corp and MasterCard Inc. mentioned

Static Bins

Iranslated from English: “530230** | MASTERCARD |SUMITOMO MITSUI CARD COMPANY, LTD."” Cached
Show original

Source CSU Carding Forum on Dec 8, 2016, 16:57

http://csu.su/showthread.php?p=580758 - Reference Actions « 1+ reference

456678, Japan and Mitsubishi UFJ Financial Group,Inc. mentioned
W  Partage de CC Gratuites par des membres

JUL “456678 [ MITSUBISHI UF) FINANCIAL GROUP, INC. VISA CREDIT GOLD PREMIUM JAPAN ]" Cached
Source French Deep Web by par on Jul 24, 2016, 11:29
2016 http://fdwocbsnity6vzwd.onion/viewtopic.php?pid=518465#p518465 « Reference Actions « 1+ reference

PlayStation Network mentioned
e UST CAUSE 3 - PS4 ACCOUNT
APR “In PlayStation®Network, click Register” Cached
Source Hansa by wakawaka on Apr 1, 2016, 08:57

2016 http://hansamkt2rrénfg3.onion/listing/14160/  Reference Actions = 2+ references

Macquarie, Mizuho Financial Group, Inc., ICICI Bank Ltd and 2 more mentioned in Oceania
s Over $10,000 balance HSBC Login with email:pass and answers to security questions United Kingdom
AUG “Societe Generale, Mizuho Financial Group, ICICI Bank, Akbank, Macquarie,” Cached
Source Hansa by European_American on Aug 9, 2016, 11:55

2016 http://hansamkt2rrénfg3.onion/listing/34138/ » Reference Actions = 1+ reference
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) INTEL FOR ALL PHASES OF ATTACK CYCLE

CISO

Threat Intel SOC Incident Response
EETTE) BT
Proactive... ...Reactive

Early Warning Automated

Prevention Instant Context
Alerts, Vulnerabilities,
Awareness, Trends Confidence, Validation Analysis, Enrichment

Recorded Future Real-Time Threat Intelligence
with intelligence and operations partners

a QoomanTooLs

. @ IBM " nacer splunk - ArcSight< i resilient SIIRA (DY Archer GRC

MALTEGe  <ERDOFARSIGHT
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THE THREAT INTELLIGENCE COMPANY
YA N—KENED)—T 1T hVIN=_—
LEADING DEDICATED CTI PROVIDER

v Schneider Sandia &
PWEEE o FircEye soutnernad DISCOVER B! (i) i &2 © ,NF,lglgl!sly i/
A-COM v COMPANY Lahoratories
Morgan Stanley SR EEE ST. JUDE = :
- : NN
‘ﬂ/ .. Lmkedm g | B R

Walmart
/)

e e e e

86% MFORTUNE 1002%h I
OF FORTUNE 100

o T|AA TARGET NN

o Vanguard

TREND. )|) \ GVARTIS amazon U\SA\AQD N ‘HM Government

20094 (CF&IL. fLE 1204 Vi N

. . . DEEE D EHIEH
Google. In;Q-TeI\ Basis Technology Z U & LIcHHE ‘ 104% CUSTOMER RENEWALS
HICL DR

Wi R MY, DY hyDC, AV RY, R —TV

22,000 U ED YA IIN\—tFXx 21U T s EFNRHLHFH ‘ 63% OEEOHZEEEITOVY
Founded in 2009, 120 employees DECREASE IN MALICIOUS TRAFF
Backed by Google, In-Q-Tel, Basis Technology & industry leading investors
Offices: Boston, DC, London, Sweden

Used by more than 22,000 security professionals worldwide

""-:: Recorded Future © 2016 Recorded Future, Inc
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Follow-up —

«d Future 8:00 AM (15 hours ago) L

fu [

% Recorded Future Cyber Daily

Contact me: c@recordedfuture.com

These threat intelligence topics are trending on the Web over the last 24 hours. Get double

Visit: www.recordedfuture.com —

Angler EK Exploiting Adobe Flash CVE-2015-3080

S i g n u p fo r Cybe r Da i Iy NitlovePoS, the New PoS Malware is Being Spread by Spam

7 Most Used Exploits in the Wild. According to Bitdefender

Follow me on Twitter: @cahlberg

Financial Services
Hits: 344 | Related: MasterCard, PayPal, MLP

Consumer Software
Hits: 127 | Related: Microsoft, Google, Adobe, Yahoo, Facebook

Healthcare Providers
Hits: 87 | Related: CareFirst BlueCross BlueShield

Retail

» Recorded Future
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209,217
175 3,196,000
<A1% 268,380 e
8.4% I
é
47,850,000
1,271,000 fdbe
; 2.7% A .@
: 4,285,000 12,718,000
§ 280,170 418,437
B 6.5% 3.3%
|7
&;
! o3 3,358,000
4* 4,003,000 164,088
EAST ASIA 83,529 & 4.9% ' ‘
\ 2.1% ;3@@

Total References -
Cyber References -

Percentage -

17
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Ransomware Attacks Affecting Japan

Malware Category Instances P

FireEye warns massive ransomware

Ransomware 1259 campaign hits US, Japan hospitals.

Trojan 417

Most prevalent Android ransomware in the
West arrives in Japan.

Ba n kl ng TFOJa n 3 15 ' The high volume of exploit kit ransomware

attacks in Australia, second only to Japan in
the same period, is due to a ransomware
infection vector move toward URL and exploit

Adware 213 ) kits.

Most of the Locky infections appear to be in

the U.S,, France and Japan, he wrote. \ Looking at the geography of ransomware,

BOtn et 19 2 \ more users in Japan were attacked than

anywhere else in the world.

Re m Ote Access TrOJ an 103 Cetherisalsovery prevalentinjapan: Hospitals in the US, Japan and South Korea
EY \ were recently targeted by a massive Locky
(RAT) ransomware attack.
Japan alone has reported more than 300

ransomware attacks on smart TVs this year,

CO m p ute r Vi rus 97 marking a sharp increase in cyberattacks

targeting internet of things appliances.

Exploit Kit 44 \
Rootkit 9 - / | \

Recorded Future




Malware
Bebloh
Stuxnet
Locky
VAWTRAK
Elirks

Mirai
NetTraveler
Rovnix

Shifu

Instances

548

547

406

240

182

129

93

75

64

Bebloh Targeting Japanese Organizations

BEBLOH Banking Trojan Outbreak Leads to
National Security Alert in Japan.

#URLZone back, targeting banks in Japan -
https://t.co/KAPIBSqsVK via @threatpost

https://t.co/dlaxseeqUZ.
Urlzone zones in on Japan

https://t.co/zZz90mPzcX #advancedmalware
#ayakomatsuda #blog #joonhosa

Japan targeted with regionalized malicious BEBLOH Expands to Japan in Latest Spam #lennardgalang #malwaredetection.
) spam campaigns https://t.co/zZCRTdbBuH7 Attack.
Q*’?) Trojan.Cidox and Trojan.Bebloh among

threats used by sp....

0
O
o8
6
8

am> @] @ o @&°e

Recorded Future



v Events

‘ ) Gootkit, Bebloh, SNORT and 2 more mentioned
Involving  Bebloh (Shiotob, URLZone) x mmmmmn  Rig Exploit Kit via EiTest delivers malicious payload from 185.141.26.12 - BroadAnalysis

AND oCT "Today | captured traffic from the Rig Exploit Kit (EK)...Snort, psing the Emerging Threats open ruleset |generated alerts for likely
"snort" 1 5 Shylock{URLzone/(Gootkit/Zeus Panda C2."

2016 Source BroadAnalysis on Oct 15, 2016, 00:00
http://www.broadanalysis.com/2016/10/15/rig-exploit-kit-via-eitest-delivers-malicio§js-payload-f... « Reference Actions « 1+ reference

OR "yara" x
OR "yara rule" x

Event Type
Event Time Anytime x

Publish Time ! There are the Emerging Threats.net Open rulesets.

More information available at http://www.emergingthreats.net.

- o Name Last modified Size Description
b Sources
@ blockrules/ 2017-01-27 00:30 -
- XQ
» Exclude E] changelogs/ 2017-01-27 16:27 -
ED fwrules/ 2014-08-11 13:22 -
| ED open-nogpl/ 2016-10-06 12:51 -
Clear All Options m @ ocens 2016-10-06 12:51 -
[
@ projects/ 2011-01-17 13:34 -
E:.’ research/ 2016-02-12 13:55 -
[:3 sidmap/ 2012-07-12 12:18 -
version.txt 2017-01-27 16:27 5

Apache/2 4.7 (Ubuntu) Server at rules.emergingthreats.net Port 443

Recorded Future




ISEm(h QI Advanced [EEVTIIETTER T T Alerting Save Export | Share (@ } Zach Flom

O WCIVEILM Applications Home

' umen
Bebloh IOCs DOCX Document

Export Data

# Domain (16) B
File Type (2) CSV Event Summary
Binary executable files B Csv Event Details
v E\jeﬂtS Archive files B JSON Event Details

Bebloh and d862bbfaf39a69f55a394a7bdcb08921009e86d25ef357caf5fafa5487f137( :
mmmmmmm Antivirus scan for d862bbfaf39a69f55a394a7bdcb08921009e86d25ef357¢af5faf95487137 B entities

JAN VirusTotal = PPAPTQuery
2xplorer.exe '] 5 “Shiotob.235008[h] d862bbfaf39a69f55a394a7bdcb08921009e86d25ef357caf5faf95487f13705."
cmd.exe 2017 rce VirusTotal on Jan 15, 2017, 00:55

tps.//www.virustotal.com/file/d862bbfaf39269f55a394a7bdcb08921009e86d25ef357caf5faf9548 7%

Filename (27)

a31ee6ab10.

Involving Bebloh (Shiotob, URLZone) x Add | v
AND

Any AS Number x
OR Any Email Address x
OR Any Filename x
OR Any Hash
OR Any IP Address x
OR Any Registry Key

* Reference Actions * 1+ reference

Filenam;: Ex;ens,on 3 mmmmmmmm Antivirus scan for bfff911f7¢2d17012562ed23b214756bfc49f339e53f 116baa693ff8b50 at 2017-01-06 07:30:22 UTC
| Hash (160) JAN VirusTotal

4 3b2f6ddf403dcf502a 6 “scans Sophos result Troj/Shiotob-B) bfff911f7¢2d17012562ed23b2147,
1 : 2017  Source VirusTotal on Jan 6, 2017, 07:30

https ww.virustotal.com/file/bfff911f7c

0fc49f339e53f13¢71116baa693ff8b50."

010e4b5f90a78542¢68...

7012562ed23b2

26bfc49f339e5.

3f13¢71116baa693ff8bS... + Reference Actions + 1+ reference
15896244319d18f8

36e553dc6ea092af7d8...
Add | 8812cf66117¢119a0d W32/Bebloh.Kltr.spy, 32c7cabfe8365ea00b 1R 3#7ebd7fcb88, trojan.win32.dorv.a and 12 more mentioned
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Cyber Attacks Affecting Japanese Organizations Involving North Korea (Including Sony)

Countries (Not Japan/U.S.) Instances
North Korea 417
Bangladesh 51
China 50
South Korea 41

Bureau 121 most frequently targets South

. Korea, Japan, and the United States.
Russia 39

The Dark Hotel group targets high-profile
executives, sales and marketing employees,

U n |ted K| ngd om 3 7 R&D staff, and government employees from
North Korea, Japan, India, and the United
States.

Taiwan 16 \\

Iran 15

Australia 14




Cyber Attacks Affecting Japanese Organizations Involving North Korea (Not Sony)

Countries (Not Japan/U.S.) Instances 5
North Korea 417 _—
Ba nglad eSh 5 1 Bureau 121 most frequently targets South

Korea, Japan, and the United States.

China 50

The Dark Hotel group targets high-profile
4 1 executives, sales and marketing employees,

R&D staff, and government employees from

North Korea, Japan, India, and the United

South Korea

Russia 39 B
United Kingdom 37
Taiwan 16
Iran 15

Australia 14




North Korea

DragonOK Cyber Attacks Against Japanese Organizaions Involving China

Russia
B APT17 Deputy Dog

Countries (Not Japan/U.S.) Instances China -

Moafee Remove

@ Other i
DragonOK is back and recently targeted

N (0] rt h KO rea 4 1 7 Total references Japanese organizations in several industries,

including manufacturing, technology, energy,
higher education and semiconductor.

BangladeSh 51 1 reference

16 references

. jen "Qutside the US, nations such as Japan,
Ch N a 50 Australia and South Korea are a consistent
focus of targeted Chinese cyber espionage
activity," the report added.

South Korea 41 : o

In February, the Hidden Lynx group used this : N
advanced knowledge to take advantage of the Unit42 Identifies New D OK Backd ‘
: Oracle Java SE CVE-2013-1493 Remote Code o enuncs JewLragont v macxcaor
RUSS|a 39 Malware Deployed Against Japanese Targets

Execution Vulnerability (CVE-2013-1493) to
attack Japanese targets in the FINSHO
campaign.

In "IT & TECHNOLOGY".

United Kingdom 37

Translated from Chinese: Chinese hackers
crack Playstation 4

Taiwan 16

Iran 15 | @

Australia 14
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