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THE THREAT INTELLIGENCE COMPANY 

 脅威探知の先端企業 
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あらゆる組織は 

脅威情報を包括的に探知することによって 

リスクを大幅に低減することができる。 
 

我が社の信念 
WE BELIEVE 

 

ORGANIZATIONS CAN 

SIGNIFICANTLY LOWER RISK WITH  
COMPREHENSIVE THREAT INTELLIGENCE. 
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RECORDED FUTUREとは 

•  世界のトップ企業の５社のうち4社はRecorded Futureのサ
ービスを利用。 

•  22,000名以上のセキリティの専門家が情報配信を毎日活用。 
•  世界展開  

•  本社 - マサチューセッツ州ボストン 
•  ワシントンD.C. 
•  スウェーデン　イエーテボリ 
•  英国ロンドン 

•  Google, In-Q-Telをはじめとした出資者によるサポート 

RECORDED FUTURE INTRODUCTION 

•  4 of the top 5 companies in the world rely on Recorded Future 
•  More than 22,000 security professionals receive daily 
•  Global offices  

•  HQ - Boston, MA  
•  Washington, DC 
•  Gothenburg, Sweden 
•  London, UK 

•  Backed by Google, In-Q-Tel, and industry leading investors 
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Why Threat Intelligence? 

•  Global, virtual supply chains 
•  Global finance - SWIFT 
•  Everything connected to the internet (IoT) 
•  Criminals connected globally 

•  Intelligence pre-emptive defense 
•  Understand adversary intentions and 

capabilities 
•  Understand threat landscape 
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オープンソース、クローズドソース、 
テクニカルコレクション 
 
 

BREADTH 

顧客のニーズに対応 
リアルタイムでの提供 

RELEVANT 

顧客が必要とする機会 
統合された脅威探知システム 

APPLIED 

包括的な脅威探知とは 

脅威探知 

FEEDS 

DARK WEB 

SOCIAL MEDIA 

ANALYST 
REPORTS 

SPECIAL 
ACCESS 
SITES 

OPEN WEB 

TECHNICAL 
COLLECTION 

THREAT INTELLIGENCE 

DEFINING COMPREHENSIVE TI 

Open source, closed source and technical collections 

Customized to your needs Delivered in real-time 

Context where you need it 
Integrated machine readable TI 
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人工知能が点と点をつなげる	
HOW	IT	WORKS	
	

7年以上の実績のある 
リアルタイムの 

情報収集プラットフォーム 

特許化された 
リスク分析・予測 

定量化 

包括的 
分析専門家による 
サポート 

ARTIFICIAL	INTELLIGENCE	CONNECTS	THE	DOTS	

REAL-TIME  
COLLECTION PLATFORM 

+ 7 YEAR HISTORY 

PATENTED ANALYTICS 
& PREDICTIVE RISK SCORES 

COMPREHENSIVE INTEL  
& EXPERT ANALYST SUPPORT  
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特許化された 
Web探知 

njRAT 
Remote Access Trojan 

Backdoor.Ratenjay 

Middle East 
Region 

@drbakou 
Twitter 

@njq8 
Twitter 

cam.dll 
File Name 

hacker1987.zapto.org 
domain 

46.213.0.22 
IP 

Syriatel 
Company 

Syrian Electronic Army 
Group 

PATENTED WEB  
INTELLIGENCE 
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あらゆる言語において 
750,000以上の情報源 

30+ PASTE SITES 
Leak posts, credential 
breaches, corp IP 

DARK WEB COLLECTION 
100s of new TOR pages 
daily, 400+ IRC channels 

BLOGS & SOCIAL MEDIA 
Security community, public 
Tweets, Facebook, and more 

CODE REPOSITORIES 
Code sharing, malware, 
POCs, app stores, vuln DBs 

REAL-TIME ALERTS 
Monitor TTP changes, 
breached creds in real time 

TECHNICAL COLLECTION  
Shodan RAT controllers, 
Google dorking, GEO IP 

WORLD’S	LARGEST	SAAS	PLATFORM	
COLLECTION	

1,200+ FORUMS 
Hacker, criminal, extremist, 
and researchers 

40+ THREAT FEEDS 
Every high-value feed 
available on the web 

100s of NEW SOURCES 
Every week, with direct links to sites 

750,000+ targeted sources,  
in every language 



DOMAINS 

INTEL CARDS UPDATE IN REAL 
TIME 

THREAT ACTORS MALWARE 

IPs 

HASHES VULNERABILITIES 



RISK 

THREAT INTEL 

VMT 

SOC 

IR 

Early warning on emerging threats 

Global, industry, cohort/peer trends 

On-the-fly risk assessments 

Prioritize CVE based on real-time intel and risk scores 

Alerts on CVE’s exploits  in the wild 

Real-time alerts to direct threats, data leaks 

Eliminate manual research and collection 

Identify emerging TTPs most likely to impact your 

business 

 

Rapidly link actors/vectors/targets 
 
Ticketing: intelligence and context for IT support 

10x faster at dismissing false alerts 

Enrich events with risk scores and context 

 

他のプログラムと連携可能な脅威分析 
統合された、リアルタイムの対策 

INTEGRATED, REAL-TIME 
MACHINE READABLE INTELLIGENCE 



ケース１: 状況に応じた注意喚起とアラート 

•  世界的な注意喚起 
•  関係者・手法・ターゲット・行動 ・脅
威の痕跡のモニタリング 

•  特定のアラートの発信 
•  重要な情報を精査 
•  Splunk, Qradar, ArcSightといった他の
セキュリティ関係サービスと連携 

CASE A: SITUATIONAL AWARENESS & ALERTING 

•  Global awareness 
•  Monitor actors, methods, targets, operations, IOCs 
•  Targeted alerts 
•  Drill into items of interest 
•  Correlate with perimeter security 
 – Splunk, Qradar, ArcSight 



ケース ２: 脆弱性とTTP分析 

•  脆弱性とTTPの分析 
•  関係する脅威情報を一箇所に集約 
•  事前の脆弱性の検知 
•  エクスプロイト、エクスプロイト
キット、マルウェアの早期検知 

•  Tenable, Qualysといった脆弱性マ
ネジメントシステムとの統合 

CASE B: VULNERABILITY AND TTP ANALYSIS 

•  Analyze vulnerabilities and TTPs 
•  All relevant intelligence in one place 
•  Intelligence on vulns before official sources 
•  Early intel on exploits,exploit kits, malware 

 
•  Integrate with vuln mngmt 

systems – Tenable, Qualys 



ケース ３: ダークウェブのモニタリング 

•  Web上からダークウェブの情報を収集 
•  クレジットカード、振り込み情報、社
会保障番号 

•  知的財産 
•  Technical surface area 

CASE C: DARK WEB MONITORING 

•  Monitor dark web sources 
•  Credit cards, SWIFT addresses, SSNs 
•  Intellectual property 
•  Technical surface area 
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攻撃のあらゆるフェイズで検知が可能 

Before During After 

Proactive... ...Reactive 

Early Warning 
 

Alerts, Vulnerabilities, 
Awareness, Trends 

Automated 
Prevention 

 
Confidence, Validation 

Instant Context 
 

Analysis, Enrichment 

Threat Intel SOC Incident Response 

CISO 

Recorded Future Real-Time Threat Intelligence 
with intelligence and operations partners 

INTEL FOR ALL PHASES OF ATTACK CYCLE 
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サイバー攻撃対策のリーディングカンパニー	
THE	THREAT	INTELLIGENCE	COMPANY	

●  2009年に設立、社員120名 
●  Google、 In-Q-Tel、Basis Technology をはじめとした出資
者による支援 

●  拠点：ボストン、ワシントンDC、ロンドン、スウェーデン 
●  22,000名以上のサイバーセキュリティ専門家が利用 63%	

104%	

86%	 のFORTUNE 100企業が利用 

の顧客が契約更新 

の悪意のある通信をブロック 

LEADING	DEDICATED	CTI	PROVIDER	

●  Founded in 2009, 120 employees  
●  Backed by Google, In-Q-Tel, Basis Technology & industry leading investors 
●  Offices: Boston, DC, London, Sweden 
●  Used by more than 22,000 security professionals worldwide 

OF FORTUNE 100 

CUSTOMER RENEWALS 

DECREASE IN MALICIOUS TRAFFIC 

脅威探知の先端企業 
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Follow-up 

Contact me: c@recordedfuture.com 

Visit: www.recordedfuture.com 

Sign up for Cyber Daily 

Follow me on Twitter: @cahlberg 
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Total References -  
 
Cyber References -  
 
Percentage -  

299,217 
175 

< .1% 

47,850,000 
1,271,000 

2.7% 

3,358,000 
164,988 

4.9% 

12,718,000 
418,437 

3.3% 

3,196,000 
268,380 

8.4% 

4,285,000 
280,170 

6.5% 

4,003,000 
83,529 
2.1% 
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Malware	Category	 Instances	

Ransomware	 1259	

Trojan	 417	

Banking	Trojan	 315	

Adware	 213	

Botnet	 192	

Remote	Access	Trojan	
(RAT)	

103	

Computer	virus	 97	

Exploit	Kit	 44	

Rootkit	 9	
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Malware	 Instances	

Bebloh	 548	

Stuxnet	 547	

Locky	 406	

VAWTRAK	 240	

Elirks	 182	

Mirai	 129	

NetTraveler	 93	

Rovnix	 75	

Shifu	 64	
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Countries	(Not	Japan/U.S.)	 Instances	

North	Korea	 417	

Bangladesh	 51	

China	 50	

South	Korea	 41	

Russia	 39	

United	Kingdom	 37	

Taiwan	 16	

Iran	 15	

Australia	 14	
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